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Abstract

It is becoming increasingly complicated for IT operations to manage the vast amounts of data generated
by modern IT systems. The use of Artificial Intelligence for IT operations (AlOps) counteracts this prob-
lem. This study aims to determine the state of the art of literature on AlOps. Therefore, | systematically
evaluate the research findings in a multi-stage process. The results of 15 selected papers are compiled,
analyzed, and thematically structured. The state of the studies is discussed with respect to the functions,
implementations, tools, benefits, challenges, and trends of AIOps. The paper highlights anomalies and
gaps in current literature. The results of this paper provide a synthesized overview for further research.
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1 Introduction

The increasing drive for digitization in companies and the dynamics of the cloud are presenting IT op-
erations with challenges that traditional management concepts can no longer cope with (Andenmatten
2019; Levin et al. 2019; Li et al. 2020; Masood and Hashmi 2019). Gartner first introduced Artificial
Intelligence for IT operations (AlOps) in 2016 to regulate difficulties DevOps could not address (Dang
et al. 2019; Shen et al. 2020). AlOps is a promising technology to counteract the increasing complexity
in IT management using Al and Big Data (Levin et al. 2019; Notaro et al. 2021; Paradkar 2020). AIOps
platforms are defined as software systems that ingest data from a variety of sources to perform compre-
hensive analysis. The data analyses are used to discover patterns that enable the prediction of incidents
(Andenmatten 2019). As a result, problems in IT operations can be identified and resolved more effi-
ciently with less expenditure of time and money (Dang et al. 2019; Gulenko et al. 2020; Levin et al.
2019). There is significant and increasing interest in AlOps (Andenmatten 2019; Gulenko et al. 2020;
Masood and Hashmi 2019), but there is a lack of systematic analysis of its wide-ranging and versatile
literature. Therefore, | have conducted a comprehensive analysis of the existing research to provide
detailed information about the state of the art of literature on AIOPs. The individual facets of AIOps are
analyzed, structured, and classified. Similarities, differences, and gaps in studies are pointed out. The
literature review can be used as a basis for further research, especially offering broad added value for
practical purposes. This paper highlights what to focus on during research to avoid frequent misconcep-
tions and maintain a clear view of the bigger picture. To this end, the following section first describes
how the relevant literature is filtered. Second, the results of the selected research are compiled, analyzed,
and thematically and categorically classified. This is followed by a discussion of the extracted findings.

2 Literature Review

Following the approach recommended by Tranfield et al. (2003), the implementation was divided into
three stages: planning the review, conducting it, and reporting the findings. During the planning process,
| established the following criteria for study inclusion and exclusion.

Inclusion:
e The paper is about the use of Al in IT operations
e The concepts of the paper relate in some way to IT management
e The paper deals with the topic of failure management
Exclusion:
e The paper is not written in English or German.

The second phase involves conducting a review. According to Tranfield et al. (2003), a systematic search
includes the identification of keywords and a convenient search term. Therefore, | searched for AIOps
on the Google Scholar database. Different keywords emerged for the terms Al and IT operations.

Al keywords: IT operations keywords:
o Al o |IT
o Artificial intelligence e Failure management
e Machine learning e Data analytics

This resulted in the following search string: AIOps AND ("Al" OR "artificial intelligence” OR "ma-
chine learning"” OR "deep learning™) AND ("IT" OR "failure management™ OR “data analytics”).
The string was used in six databases: EBSCO Host (Business Source Complete), ScienceDirect, IEEE
Xplore, ACM Digital Library, GBV, and Google Scholar, producing a total of 664 articles (cf. Table
1).
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Database Number of query results
EBSCO Host (Business Source Complete) 8
ScienceDirect 5
IEEE Xplore 21
ACM Digital Library 34
Gemeinsamer Bibliotheksverbund (GBV) 9
Google Scholar 587
z 664
Table 1. Number of query results about AlOps in different databases (Oct. 2021)

Subsequently, | ran a filtering process consisting of five steps (cf. Figure 1). First, all duplicates of the
query results were screened out. After that, all articles whose relevance could be excluded based on the
abstract were removed. | used the previously defined criteria to guide this process. Then, all scientifi-
cally inapplicable articles were filtered out, followed by all further sources consisting of professional
journals. The full texts of the remaining 65 studies were reviewed, and papers that did not meet the
established criteria were removed. Following the approach recommended by Webster and Watson
(2002), I back reviewed the references of the identified articles. As a result, | included one additional
study.

Query Deleting Relevance Scientific

sl duplicates by abstract applicability
Figure 1. Number of query results on AlOps through the review process (Oct. 2021)
3 Results

The third phase of the literature search, according to Tranfield et al. (2003), consists of evaluating and
reporting the results.

Noticeably, most articles are written from a practical perspective (80%). In addition, it is striking that
all selected articles were published after 2018. Furthermore, the general number of publications on Al-
Ops is increasing annually (cf. Figure 2). About 75% of all articles on AlOps found in the different
databases were published in the last two years (2020-2021).
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Figure 2. Number of found query results about AlOps (Oct. 2021)

AlOps is a wide-ranging and cross-functional topic. To evaluate the content of the selected studies, |
have divided the subject into three main categories and seven subcategories. The first categorization
deals with the functions of AlOps, which can be divided into proactive and reactive failure management
(Notaro et al. 2021). The second refers to practical adoption, which | thematically separated into imple-
mentation and tools. The third part evaluates the findings, which are divided into benefits, challenges,
and trends. Following the recommendation of Webster and Watson (2002), | organized the results into
a concept matrix (cf. Appendix 1). I then analyzed the content of the articles for each subcategory and
summarized it in the following paragraphs.

3.1 Proactive Failure Management

In the literature, proactive failure management is divided into (1) fault prevention and (2) fault prediction
(Notaro et al. 2021).

The articles indicate that the prediction of failures in IT operations is mainly used in the context of
storage systems. According to Wang and Zhang (2020) and L. et al. (2020), errors in this field can incur
enormously high costs and severe damage. The articles point out that due to the large amount of data as
well as the complexity of the systems and failure symptoms, errors can be solved most efficiently with
AlOps. Wang and Zhang (2020) emphasize that hard disk malfunctions are one of the main reasons for
faults in storage systems. They propose an ensemble learning model that uses machine learning to pre-
dict errors in hard drives. This allows hard disks to be replaced before they succumb to major damage.
Li et al. (2020) describe the use of AlOps in cloud object storage services for fault prediction. The
authors explain that the use of random forest-based models deployed with the oversampling technique
they presented achieves the most reliable and efficient results.

In the literature, fault prevention means that measures are taken to correct errors before they have an
impact (Li et al. 2020). An example of this function of AIOps would be the early replacement of hard
disks based on the previously mentioned failure predictions (Wang and Zhang 2020).

3.2 Reactive Failure Management

In the literature, reactive fault management is mainly divided into three functions of AlOps: (1) detec-
tion, (2) root cause analysis, and (3) self-healing (Notaro et al. 2021).

A distinction is made between fault and anomaly detection. While fault detection identifies problems,
anomaly detection distinguishes between standard and deviating behaviour. Deep learning models are

Seminar IT-Management in the Digital Age (Winter 2021), FH Wedel, Germany. 4



Reiter / AlOps — A Systematic Literature Review

often used in the literature as approaches to define patterns and detect anomalies from a large amount
of data (Nedelkoski et al. 2019; Wang et al. 2019). The articles explain that anomaly detection plays a
fundamental role in AlOps. Thus, the efficiency of other functions depends on the quality of the anomaly
detection. According to Chen et al. (2020) and Levin et al. (2019), fault detection is about identifying
those detected anomalies that could lead to problems. The articles state that it is essential to identify the
most important anomalies to avoid an unnecessary number of alarms. There are three steps in this filter-
ing process. First, all redundant alarms that can be traced back to the same cause should be aggregated.
Furthermore, Chen et al. (2020) recommend an error classification so that fatal faults can be distin-
guished from less urgent ones. In addition, the definition of the resources to be monitored also plays a
role in efficient fault detection. According to the authors, it is advisable to distribute the monitoring to
different resource levels, despite the resulting high rate of alarms. The literature also points out that one
must take care to avoid filtering out fatal faults during the aggregation process. Chen et al. (2020) refer
to a cascading clustering algorithm proposed by He et al. (2018) to identify relevant problems in fault
detection. Nevertheless, the literature concludes that an overflow of warnings cannot be completely
ruled out despite filtering processes.

In root cause analysis, the aim is to find and analyze the causes and effects of the detected problems.
With the help of Al, patterns for the reasons behind the errors can be derived (Andenmatten 2019; Chen
et al. 2020; Paradkar 2020; Shen et al. 2020). This allows the identification of certain trends in root
cause analysis, which can be used for error prevention or troubleshooting. According to Shen et al.
(2020) and Chen et al. (2020), the complexity of this AlOps function can vary. Some causes are more
frequent and can be detected quicker by using machine learning, while others are one-time occurrences.
The analysis becomes particularly difficult when there are multiple causes for disturbances or when the
error is deeply rooted in the system. Chen et al. (2020) and Levin et al. (2019) point out that one must
take care to place the problem in context. This includes determining the exact time of the event, identi-
fying the geographic location, classifying the fault in terms of severity, and listing all components af-
fected by the fault. Furthermore, Chen et al. (2020) explain that errors can often be grouped and hierar-
chically classified. The authors mention causes that induce parent faults, which in turn can be assigned
to children faults. The literature emphasizes that a precise analysis accelerates and facilitates trouble-
shooting and system recovery. The causes of the detected anomalies can be efficiently analyzed by cor-
relation analysis, expert experience, and statistics (Levin et al. 2019; Chen et al. 2020).

The self-healing function uses Al to resolve a failure and return the system to normal. Chen et al. (2020),
Dang et al. (2019), Gulenko et al. (2020), and Shen et al. (2020) describe different types of self-healing.
On the one hand, the authors describe remediation where the human initiates a process suggested by the
Al to fix a problem. On the other hand, the authors mention a higher level of automation, where the
machine rather than the human makes the decision to initiate a specific self-healing action. Gulenko et
al. (2020) aim to more precisely describe the degree of problem processing automation in six stages.
Shen et al. (2020) point out that there are also faults that require manual error handling, for example
because hardware components must be replaced. Moreover, in the literature, the use of AIOps is partly
limited to the previously presented functions, leaving out self-healing.

3.3 Implementation

The literature provides various roadmaps and implementation guidance for AIOps. Levin et al. (2019)
have summarized the implementation in four stages.

The first phase involves data acquisition. Andenmatten (2019) points out that all data from different
departments should be taken into consideration to monitor the system. Shen et al. (2020) categorize the
data to be obtained into six distinct groups: metrics, logging, tracing, configuration data, workflow data,
and multimedia data. The authors recommend first obtaining an overview of all available data to be able
to integrate all relevant data into the AlOps solution.

In the second phase, the collected data is processed, cleaned, and prepared for analysis. The articles
consider this stage to be particularly elaborate. Levin et al. (2019) emphasize that with the different tools
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available, it is important to ensure that the employees using them thoroughly understand their application
and compatibility. Adaptability in data processing is another important success factor when implement-
ing an AlOps solution. The analyses should work even with larger amounts of data, different data origin,
or other data types (Levin et al. 2019).

The third phase is about defining the features of the data so that statistical and machine learning algo-
rithms can be used. Shen et al. (2020) recommend the Apache Spark framework for feature generation.

Levin et al. (2019) state that in the last stage, the identified features are used to implement models for
early error handling with artificial intelligence. The fourth phase also includes the visual preparation of
the analysis results. The literature points out that the implementation requires experience in working
with machine learning models. Each of the four phases poses diverse challenges, which is discussed in
more detail in section 3.6.

34 Tools

In this section, we will look at the tools covered in the literature. For this, | have mapped the previously
listed functions of AlOps with a focus on the tools mentioned by the authors (cf. Table 2) (Sen 2020).
Andenmatten (2019) and Levin et al. (2019) emphasize that it is important to ensure that the employees
using the tools know their adaptability and compatibility well. The authors affirm that the conclusions
of the Al must always correspond to reality, even if changes occur in the system. Gulenko et al. (2020)
and Li et al. (2020) consider it essential that the AlOps solutions are interpretable and explainable, even
if the performance suffers. In the literature, it is pointed out that the appropriate use of the tools relieves
employees of problems that would otherwise be very time-consuming. In this way, working hours can
be used more efficiently and in a more targeted manner (Andenmatten 2019).

Tools Fault Fault Detection Root Cause | Self-Healing
Prevention | Prediction Analysis

SysTrack (Lakeside) v 4 v

StackState v

Alops (Broadcom)

BigPanda

Dynatrace

Optanix

SL1

Splunk

NI ENENENENENENEN
ANIEVENENIENENENEN

Zenoss Cloud

Table 1. Assignment of tools to AlOps functions.

35 Benefits

Chen et al. (2020) and Masood and Hashmi (2019) emphasize that AlOps reduces the time between
fault detection and correction. According to the authors, the handling of errors is also significantly im-
proved, the error rate decreases, and the service-level agreements (SLAS) are shortened. This has several
advantages, such as improvements in performance, availability, stability, service quality, engineering
productivity, customer satisfaction, and cost reduction (Andenmatten 2019; Dang et al. 2019; Gulenko
et al. 2020; Levin et al. 2019).

3.6 Challenges

The challenges cited in the literature can be divided into three categories: data management, human
interaction with AlOps, and implementation of artificial intelligence.
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First, we will look at the data enabling the analyses and evaluations of the AlOps solution. Dang et al.
(2019) and Levin et al. (2019) point out that existing data often is not designed for analytical purposes.
When it comes to procuring the data, attention should be paid not only to quantity but also to quality. In
addition, Lyu et al. (2021) state that the data can be unbalanced. More data is available in some areas of
operations than others, which can lead to an imbalance in the accuracy of the analysis. Andenmatten
(2019) state that the proper storage, protection, and retention of data are important factors for the success
of AlOps. The literature recommends an iterative approach using snapshots, existing data, and calibra-
tions to gradually gain insights (Levin et al. 2019).

The second category deals with the challenges that arise when humans interact with AlOps. The litera-
ture claims that the requirements for employees' skills, mindsets, and areas of activity change with the
introduction of AlOps. The employees’ manual activities tend in the direction of adaptation and auditing
tasks. Moreover, dealing with Al differs from the classic approach of a developer. In machine learning,
certain patterns are recognized from existing data sets, which enables the formulation of conclusions for
future events; in traditional development, the focus is on concrete cases and distinctions (Andenmatten
2019; Dang et al. 2019). According to Dang et al. (2019), an unrealistic mindset about Al can also lead
people to assume Al can solve everything. To counteract this, Gulenko et al. (2020) divide AlOps into
different levels of automation. The literature indicates that a high level of automation with opaque de-
cision-making can lead to more difficult interventions for humans when necessary. The authors indicate
that it is, therefore, imperative that AlOps provides a transparent and manageable Al solution. Dang et
al. (2019) point out that due to the novelty of this technology, there is still a lack of guidelines for
developing AlOps solutions in IT operations.

In the third category, | will address the challenges related to the implementation of artificial intelligence
in AlOps. According to Dang et al. (2019), the challenges of developing machine learning models for
AlOps are different from the difficulties of other machine learning solutions. The article explains that
the standard behavior defined in anomaly detection changes naturally over time. Thus, patterns that were
previously considered abnormal become standard, for example, because customer behavior has changed
over time. Dang et al. (2019) state that such conversions are not considered when implementing the ML
models. Still, the reliability of the ML models is critical to the success of an AlIOps solution. Therefore,
maintainability, adaptability, and verifiability of the Al implementation is critical (Dang et al. 2019;
Gulenko et al. 2020).

3.7 Trends

The literature forecasts that the use of AlOps solutions in IT companies will increase significantly in the
future (Andenmatten 2019; Gulenko et al. 2020; Masood and Hashmi 2019). The authors assume that
AlOps will become increasingly indispensable for companies. Andenmatten (2019) and Gulenko et al.
(2020) even claim that IT operations will no longer be able to cope with the challenges of the future
without Al. Notaro et al. (2021) point out that there is growing interest of IT management in AlOps,
especially in the function of fault detection. Li et al. (2020) show that the focus could shift further toward
self-healing when fault detection is applied successfully.

4 Discussion

The articles contain some commonalities, differences, and contradictions. The following is a discussion
of the anomalies and gaps in the literature. In addition, the usefulness of this study, as well as the limi-
tations, are described in more detail.

4.1 Striking features in the literature

AlOps was only introduced in 2016 (Dang et al. 2019; Shen et al. 2020). The novelty of AlOps could
be the reason for the discrepancies in the articles. Certain terms are not clearly defined and delineated
in the context of AlOps. For example, Paradkar (2020) uses fault prediction as an umbrella term for the
individual functionalities, while other articles use it to mean only one specific feature of AIOps. Another
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example is the meaning of the abbreviation AlOps. According to Gulenko et al. (2020), AlOps stands
for Al-supported IT operations, while Shen et al. (2020) defines it as Algorithmic IT Operations. In most
literature, however, AlOps stands for Artificial Intelligence for IT Operations. Moreover, there is a lack
of term delineations in the literature. The functions of AlOps are not officially defined, and they are
named differently in the articles. For example, in some articles remediation is synonymous with self-
healing, while other articles use it to mean different functions (Gulenko et al. 2020; Li et al. 2020;
Masood and Hashmi 2019; Shen et al. 2019). In terms of content, however, no contradictions are found
at the overlapping points. As seen in the literature review results (section 3), many similar findings can
be attributed to different studies. In the function of self-healing, there is another striking aspect. Many
authors are limited to the other functions of AlOps in reactive failure management (cf. section 3.2).
Proactive fault management is also not described comprehensively in the articles. The focus in the liter-
ature is mainly on fault detection and root cause analysis. There is a need for additional research on the
preventive and self-healing functions of AlOps. Regarding the scientific applicability of the papers,
another gap becomes apparent. Restricting the research for AIOps to peer-reviewed articles hardly leads
to any results.

4.2 Utility of this study

AlOps was introduced to keep pace with the growing challenges of IT operations (Dang et al. 2019;
Shen et al. 2020). Therefore, many articles address how AIOps can be implemented in practice. This
often involves the general conversion to AlOps, but other articles also describe how specific functions
can be optimized (e.g., Nedelkoski et al. 2019). To classify the different requirements and desires for
AlOps, this paper brings together the results of different works. This literature review provides a struc-
turing and classification of the different aspects of AlOps, which enables more targeted research into
individual fields. Furthermore, attention is drawn to the individual studies on this subject. This work
allows an overview of the different areas of AlOps. It can, therefore, be used as a basis for further
research to find information more efficiently. For practical purposes, the literature review provides three
benefits. First, the classification of functions and benefits can be used to define the requirements for an
AlOps platform. Second, the merging of the implementation steps from the literature can be helpful in
the AlOps realization process. Third, the challenges and trends gathered from the literature can be used
to work against certain problems in advance and avoid setbacks in AlOps implementation. Moreover,
the above-mentioned emerging traps, trends, and elaborated tendencies can prevent deviation from the
right path during the implementation. Thus, one can get an overview in advance of the requirements,
individual phases, trends, and problems that may arise in the realization.

4.3 Limitations

This study has certain limitations. First, bias cannot be completely ruled out. Thus, some aspects or
contradictions may be overlooked. In addition, the filtering process could lead to the exclusion of works
that add value in certain subject areas. Further, due to the lack of peer-reviewed journals, the likelihood
of having selected an inaccurate article increases. Nevertheless, this study attempts to overcome these
limitations and provide a realistic account of the current state of the literature.

5 Conclusion

The literature review provides a holistic overview of the various facets of AlOps. Fifteen papers were
selected, and the results of these studies were categorized into functions, practical adoption, and find-
ings. Particularly striking is the increasing interest in the use of AIOps. There is a need for additional
studies focused on preventive and self-healing functions. Furthermore, there are gaps in the delineation
and definition of terms related to AlOps. This study provides insight into categories of this field and
encourages deeper inquiry. AlOps is a developing topic that will likely require further research to pre-
pare IT operations for the future.
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Andenmatten (2019) v v v v v
Chen et al. (2020) v 4 v
Dang et al. (2019) v v v
Gulenko et al. (2020) v v v v
Levin et al. (2019) v v v v
Li et al. (2020) v
Lyu et al. (2021) v
Masood & Hashmi (2019) v v v v
Nedelkoski et al. (2019) v
Notaro et al. (2021) v v v
Paradkar (2020) v
Sen (2020) v
Shen et al. (2020) v v
Wang & Zhang (2020) v
Wang et al. (2019) v

Appendix 1. Literature Matrix on AlOps
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